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1.0 Welcome

This document serves to provide guidance to the system administrator to install CablingGuard™
Version 5 (CablingGuard™ V5) on a machine with a Windows Server 2016 operating system. For
first time installation, all sections of the Installation Guide must be completed.

The directions in this guide include:

e Required configuration of Windows Server (server roles, 1IS configuration)

SQL Server Express installation

.NET Framework V4 installation

e |Installation Instructions for third party software required to support and view the
CablingGuard™ Application (SAP Crystal Reports, Java Runtime)

e CablingGuard™ Installation Instructions (CablingGuard™ Site License Server,
CablingGuard™ Application Server, CablingGuard™ Scanner Application)

IMPORTANT! The steps in this document require administrator privileges on the
CablingGuard™ Server and the network on which CablingGuard™ is installed.

User actions to click on buttons are denoted in Bold type.

Notes:
e Read the entire document before starting

e This document assumes the person installing CablingGuard™ software is generally
familiar with installation and configuration of the Microsoft products required for
CablingGuard™

e All screenshots are based on an installation using Windows Server 2016 and SQL Server
2016 Express

e This document assumes the CablingGuard™ Site License Server and CablingGuard™
Application are installed on the same computer.

AT&T
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2.0 CablingGuard™ V5 Prerequisites

Please refer to the document “CablingGuard™ V5 Prerequisites” for information on server, web
client, and network environment aspects that are required prior to installing CablingGuard™
software or associated 3™-party software. Required elements for the CablingGuard™ server
include: Microsoft Windows Server with Internet Information Server (IIS), Microsoft SQL Server
Express, Microsoft .NET Framework 4, SAP Crystal Reports developer version for Microsoft
Visual Studio, and Java Runtime. AT&T recommends Microsoft Windows Server 2016 and SQL
Server 2016 Express. All web clients require Microsoft Silverlight.

AT&T
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3.0 CablingGuard™ Server Configuration — Windows Server
2016

The following steps for configuring the CablingGuard™ server are based on a Windows Server
2016 and SQL Server 2016 Express installation. This document assumes the Microsoft operating
system and appropriate patches have been installed on the server. Screenshots are based on a
server that does not have the Application Server role and Web Server role installed.

3.1 Operating System Prerequisites

Please ensure that the following elements have been configured on the server before
proceeding with the server configuration:

e Server Name

e Server IP address

AT&T recommends disabling any firewall and antivirus applications running on the server before
proceeding with the installation.

3.2 Add Server Roles

Run the Add Roles Wizard from the initial Windows configuration screen or from within the
Server Manager Program.

Select the Web Server (lIS) Role and click on the Add Features button when prompted to add
features.

[ Add Rales and Features Wizard - m} e
—— . DESTINATION SERVER
Select server roles DEMO.SERVER

Befora You Begin Select one or more roles to install on the selected server,

lation Type Roles Description
SE — || Active Directory Federation Services Web Server (IS} provides a reliable,
[] Active Directory Lightweight Directory Services managesble, and scalable Web
[ Active Directory Rights Management Services application infrastructure.

[[] Device Health Attestation

] DHCP Server

] DNS Server

] Fax Server
I [®] File and Storage Services (1 of 12 installed)

[] Host Guardian Service

1 Hyper-v

[] MultiPoint Services

[] Netwaork Policy and Access Services

[] Print and Dacument Services

[] Remote Access

[] Remote Desktop Services

YT iation Services
qE Server (IS

[T merswr Deployment Services

[[] Windows Server Essentials Experience

[] Windows Server Update Services

< Brevious sl | [ Canca

AT&T
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Insure the following Features are checked:
e .Net Framework 3.5 Features > .Net Framework 3.5
e _Net Framework 3.5 Features > HTTP Activation

e _.Net Framework 4.6 Features > HTTP Activation

2 Add Roles and Features Wizard — [m] x
o DESTINATION SERVER
Select features DEMO-SERVER

Before You Begin Select one or more features to install on the selected server,

Installation Type Features Description
NET Framework 3.5 combines the
power of the NET Framework 2.0

APIs with new technologies for
building applications that offer

Server Selection . T

rk 3.5 (includes NET 2.0 and 3.0

[E— | HTTP Activation
= ] Non-RTTP

Server Roles

Web Server Role (Iis) 4 (W] NET Framework 4.6 Features (2 of 7 installed) appealing user interfaces, protect
. /| NET Framework 4.6 (Installed) your customers' personal identity
Role Services ASPNET 46 information, enable seamless and
Confirmation 4 W] WCE Seices (1 of 5 installed) secure communication, and provide
the ability to model a range of
[T e e Ging (MSMQ) Activation business processes.

[] Named Pipe Activation
[ TCP Activation
| TCP Port Sharing (Installed)
[ Background Intelligent Transfer Service (BITS)
[ BitLacker Drive Encryption
[] BitLocker Metwork Unlock
[] BranchCache
[] Client for NFS
[7] Containers

Insure the following Roles for Web Server (IIS) are checked:

e Web Server > Common HTTP Features > HTTP Redirection

e Web Server > Application Development > ASP.NET 3.5
e Web Server > Application Development > ASP.NET 4.6
e Management Tools > 1IS Management Console

e Management Tools > IIS 6 Management Compatibility

©2019, AT&T CABLING SYSTEMS
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T Add Roles and Festures Wizard

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles

Features

b Server Role (lIS)

Role Ser

Confirmation

Select the role services to install for Web Server (IIS)

Role services

Common HTTP Features
Default Document
Directory Browsing
HTTP Errors

i o

HTTP Redirection
™ i

Performance

Security

Application Development

NET Extensibility 3.5

NET Extensibility 4.6

[J Application Initizlization
ASD

ASP.NET 3.3
ASP.NET 4.6

ISAPI Extensions

- [m] X

DESTINATION SERVER
DEMO-SERVER

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

nstall

T Add Roles and Festures Wizard

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles

Features

b Server Role (IIS)

Role Ser

Confirmation

Select the role services to install for Web Server (IIS)

Role services

4 |¥| Application Development
NET Extensibility 3.5
NET Extensibility 4.6

[J Application Initizlization
[] asp

SAP| Extensicns
SAPI Filters
[[] Server Side Includes
[[] WebSocket Protocal
4 [ FTP Server
1 FTP Service
[] FTP Extensibility

- [m] X

DESTINATION SERVER
DEMO-SERVER

Description

1IS 6 Management Compatibility
provides forward compatibility for
your applications and scripts that
use the two IS APls, Admin Base
Object (ABO) and Active Directory
Service Interface (ADSI). You can use
existing 115 6 scripts to manage the
1IS 10 Web server.

nstall

Accept all other default services and click Next.

Close out of the Add Roles wizard after installation is complete.
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4.0 SQL Server 2016 Express Installation and Configuration

SQL Server Express must be installed on the same machine as the CablingGuard™ application
with the default instance name SQLEXPRESS.

SQL Server 2016 Express is available at Microsoft’s website.

SQL Server 2016 may be used in place of SQL Server Express. Refer to the document Install
Guide for SQL Server 2016 in place of the instructions in section 4.1 for SQL Server Express.

The following steps for configuring SQL Server Express are based on a SQL Server 2016 x64
Express installation.

4.1 SQL Server Express Installation

Click on the SQL Express installation file.

Select “New SQL Server stand-alone installation or add features to an existing installation”.

T SOL Server Installation Center - a X

Planning ewy SOL Server stand-alone installation or add features to an existing installation

Launch a wizard to install SUL Server 2016 10 & non-clustersd emvironment or ta add
features to an existing SOL Server 2016 instance,

Installation

Maintenance
(47 Install SQL Server Managerment Tools

fools #5F Launch s dowmioad page that provides s link to install SOL Server Managerent Studia,
Resources S0L Server command-line utilities (SOLCMD and BCPY, SOL Server PowerShell provider,

SOL Server Profiler and Database Tuning &dvisor. &n internet connection is required ta
Options install these toals.

17 Install SOL Server Data Toals

Launch a download page that provides a link to install SQL Server Data Tools (S30T). S30T
provides VWisual Studio integration including project system support for Azure SQL
Database, the SOL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An internet connection is required ta install SSOT,

ﬁ Upgrade fram a previous version of SQL Server
Launch a wizard to upgrade a previous version of SOL Server to SOL Server 2016,

Microsoft” SQL Server 2016

License Terms Screen - Accept the License Terms. Click Next.

Feature Selection Screen - Accept the defaults for Feature Selection. Click Next.

)
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Instance Configuration Screen - Accept Named instance of SQLExpress. Click Next.

Server Configuration Screen - change the SQL Server Browser Startup Type to Automatic and

click Next.

% SQL Server 2016 Setup

Server Configuration

Specify the service accounts and collation canfiguration.

Server Canfiguration to information disclosure by allowing deleted content to be acce:

Database Engine C Click here for details

Feature Configuration Rules
Installation Progress

Complete

< Back

Password

License Terms Service Accounts | Callation
Glabal Rules

Microsoft Uprate Microsoft recormends that you use a separate account for each SOL Server service,
Product Updates Service Account Name

Install Setup Files SQL Server Database Engine NT Service\MSIQLESAL..

Install Rules S0L Server Browwser NTAUTHORITYAWLOCAL ...

Feature Selection

Feature Rules [] Grant Perform Volume Maintenance Task privilege to SQL Servel

¥ Database Eng

ssed,

Dext >

Startup Type

Automatic v

Instance Configuration This privilege ensbles instant file initialization by avaiding zeraing of data pages. This may lead

Cancel

Database Engine Configuration Screen - Accept Windows Authentication mode. Click Next.

Error Reporting Screen - Configure Error Reporting as desired (Unchecked is recommended).

Click Next.

Confirm the install completes without erro

rs.

5 5L Server 2016 Setup
Complete

Gur SOL Server 2016 installation completed successfully with product updates.

License Terms

Information about the Setup operation or possible next steps:

Surnmary lag file has been saved to the following location:

4052908 >, These updates have set the patch level of the Setup operation to 13.2.5026.0

Global Rules
Micrasoft Update Feature Status

Product Updstes {2 SQL Server Replication Succeeded

Install Setup Files {2 S0L Browser Succeeded

Install Rules 12 s writer Succeeded

Feature Selection {2 5L Client Connectivity Succeeded

Feture Rules (A SO Clians Canmastiin S Sierasdad

Instance Configuration

Server Configuration Details:

Database Engine Configuration

Featurs Configuration Rules

Installation Progress Product Update:

Complete Product Update has successfully applied KB 4052908 <htto//support microzoft. com/?id=

LABOG-

Ci\Program Filesi\Microsoft SOL Servery130\Setup Logh20190707 0306:

WANT0-PC 20190707 050639t

Close

Close the installation program. Click Close.

©2019, AT&T CABLING SYSTEMS
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4.2 Configure and Verify SQL Express Installation

Access SQL Configuration Manager

Verify SQL Server Browser and SQL Server (SQLEXPRESS) services are running. Click on SQL
Server Services.

3ql Server Configuration Manager - m] X
Eile  Action  Wiew Help
e nc=H
48 S0L ServerCanfiguration Manager lLocal) || Name State Start Mode Log On As ProcessID Service Type
G saL SE’VE’E’V'“‘ TR0l Server (SOLEAPRES Runhing Butomatic T AUTHORITYANETWORKSERVICE 2052 Sl Server
G :
% EQL NE’;’E' Cfmz;:zuc"f‘gf“’a“”t” GZ{;’; Py SOL Full-test Teer Daerrion Launcher (SOLEXPRESS) Running Manual T SercetMSSOLFDLaunc herfSOLEXPRESS 3776
T Sa ‘VEN ':‘: ve :” ‘gut'a N #9501 Server Launchpad (SOLEXPRESS) Running Automatic T Service\MSSQLLaunchpad$SOLEXPRESS 3708
erver [Ye {uly. ontiguration
% SOL Native Cliert 11 OCor?f\guration [E:50L Server Reporting Services (SOLEXPRESS) Running Automatic NT Service'\ReportServerfSOLEXPRESS 2520 Report Server
= ’ R SOL Server Agent (SOLEXPRESS) Stopped Other (Boot, Syste..  NT AUTHORITY\NETWORKSERVICE o QL Agent
T SOL Server Browser Running Automatic NT AUTHORI T LOCALSERVICE 2124
Verify the SQL Server (SQLEXPRESS) service is log on as Network Service
- o x

5ql Server Canfiguration Manager
File Action View Help
e #|d=H

Name State Start Mode Log On As Process D Senvice Type

@SQL Server (SQLEXPRESS) Running Autematic NT AUTHORITY\NetworkService 5888 SOL Server

‘Q SQL Server Configuration Manager (Local)
[l SQL Server Services
B cr o a

Click on SQL Server Network Configuration > Protocols for SQLEXPRESS.

Enable Shared Memory, Named Pipes and TCP/IP Protocols in SQL Server Network
Configuration. Enabling protocols requires restarting SQLExpress.

Sgl Server Canfiguration Manager - m} X

File  Action  Miew Help
e ARARERERESN 7|

“@ S0L Server Configuration Manager (Local) Protacol Mame Status
E S0OL Serwer Services
ﬂ S0L Server Metwork Configuration (32bit) i
% S0QL Mative Client 17.0 Configuration (32bit)
w ﬂ S0L Server Metwark Configuration
Ef Protocols for SQOLEXPRESS
% S0QL Mative Client 17,0 Configuration

Shared Memory Enable
%~ Mamed Pipes Enabled
TCRAP Enable

Exit SQL Configuration Manager.

AT&T
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4.3 SQL Server Management Studio Installation

Click on the SQL Express installation file.

Select “Install SQL Server Management Tools”.

features to an existing SOL Server 2016 instance,

Maintenance
(4.7t «nstall SQL Server Management Tools

Tools LA,
X Launch s downTod page That provides a link to instsll SOL Server Managerment Studis,

Resources QL Server command-line utilities (SALCMD and BCPY, SQL Server PowerShell provider,
0L Server Profiler and Database Tuning Advisor. &n intemet connection is required to
Optians install these taols.

17 Install SQL Server Data Tools

Launch a download page that provides a link ta install SOL Server Data Tools (SSDT), SS0T
provides Yisual Studio integration including project system support for Azure SQL
Database, the SOL Server Database Engine, Reporting Services, Analysis Senvices and
Integration Services, An internet connection is required to install SSOT,

ﬁ Upgrade fram a previous version of SOL Server
Launch a wizard to upgrade a previous version of SOL Server to SOL Server 2016,

Microsoft” SQL Server 2016

T SOL Server Installation Center - (] X
Planning Mews SOL Server stand-alone installation or add features to an existing installation
Installation Launch a wizard to install SOL Server 2016in a non-clustered environment or to add

p.11

Download the installation of SQL Server Management Studio (SSMS) 18.1 from the Microsoft

website and install it. After installation, restart the computer.

After installation, the following lines will be added to the “Programs and Features” list:

i Microsoft SOL Server Management Studio - 18.1 Microsoft Corporation

©2019, AT&T CABLING SYSTEMS
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Access SQL Server Management Studio
Click on “Connect” to connect to a server.
Under Server name, choose Browse for more...

In the Network Servers tab, select the CablingGuard™ server and click OK.

l_; Microsoft SOL Server Management Studio (Administrator)
File  Edit  “iew  Project  Tools  Window — Help

-0 (B -t EE By BRRR D] |2 -<-|@|2 -

&l
| | b Executs | \ \ | %8 -
Object Explorer > I x
‘ Cannect =) *
o
of Browse far Servers X
Local Servers  Wetwork Servers
Select the server to connect to
Database Engine

42 DatabaszEng

Server name: <Browse for more. > =",

( ) Q3
Authentication: windows Authentication

DEMO-SERVER “Wadministrator

O Cancel Help Optionz >

e ———
‘ ’ Cancel Help
—

Click on Connect.

Confirm default databases are available. Click on Server Name > Databases > System Databases.
System databases should be visible.

©2019, AT&T CABLING SYSTEMS
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I_gg Microsoft SOL Server Management Studio (&dministrator)
File  Edit  “iew  Project  Tools  MYindow  Help
- |ﬁ3' - & Huldaﬂewauer}" E.ﬁ"m xﬁannl |:'|—‘| | - '||P
| | 1 Eeecute | | | | |

Object Explorer * 1 X
Connect~ ¥ ¢ o~

= @ DEMO-SERVERNSQLEXPRESS (SOL Serwer 13.0.5026 - DEMO-SERVER]
= Databases
Systern Databasze

Database Snapshots

Create the NT Authority user for Network Service
Click on Security > Logins.

Right Click on Logins. Select New Login from the drop down box.

‘_3; Microsoft SOL Server Management Studia (Administrator)
File  Edit  Miew  Project  Tools  MWindow  Help

OB ol Brewaiey BRS M| |2 -¢- &5 -lRmAEE-

| | b Execute | | \ | |

Object Explarer > 0 x
Connect~ ¥ i AEvVES

= i@ DEMO-SERVERNSQLEXPRESS (SOL Server 13.0.5026 - DEMO-SERVER]
Diatabases

=] Security
Serve ey Login,,
Crede Filter 3
Audit; —
Serve Start PowerShell
Server Oby Reports b
Replicati _
PalyBase Refresh
hManagement
HEwent Profiler

Click on Search for the Login name box.

B Login - Mew - O x

Select apage

& General

& Server Roles
& |lserMapping Login name: || | ngarch...s

& Securables

& Status (®) Wwindows authentication
(O SOL Server authentication

IT Script ~ &) Help

©2019, AT&T CABLING SYSTEMS
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Enter NT Authority in the Object Name box and click the Advanced... button.

Select User or Group

Select thiz object tppe:

s

| Uzer or Built-in security principal

| Ohiject Types..

From this location:

|DEMD-SEFNEFH

| Locations. .

Enter the abject name to select [examplez]:

[
A &dvanced...

oK

LCheck Mames

Canicel

Click on the Find Now button.

Select User or Group

Select this object type:

Fram thiz location:

DEMO-SERVER

Common Queries

Mame: Starts with
Description: | Skarts with

Dizabled accounts

Mon expiring password

Draps since lazt logon:

Search results:

| Object Types...

Locations...
LColurmng...

Stop
57

Cancel

Select Network Service and click OK.

Search results:

Carcel

Marne I Falder

82 sk

S& Local account

:% Local account and mermber of .
82 LocaL SERVICE

B NETWORK
CANE ERVICE
82 OWNER RIGHTS
SE REMOTE INTERACTIVE LOG...
B2 sERvICE

% Service asserted identity

©2019, AT&T CABLING SYSTEMS

AT&T

(@@



Click OK.

Select User or Group

Select this object type:

| |Jzer or Built-in security principal

From this location:

| Ohiject Types...

DEMO-SERVER || Locations...
Enter the object name to zelect [examples]:
METWORFK SERVICE LCheck Mames
Advanced... - Cancel
Click on Server Roles.
7] Lagin Propetties - NT AUTHORITY\NETWORK SERWICE - m}
Selectapage IT Script + @) Help
& User Mapping Login name: NT AUTHORITY\NETwWORK SERVICE Search...
& Securables
& Status
[ Specify old password
Connection
Server: [] Map to Credential
DEMO-SERVERNSOLEXPRESS
Connection: Mapped Credentials Credential Provider
DEMO-SERVE R\Administrator
¢ iew connection properties
Progress Remove
Ready Default database: master >
Default language: English ~
Core

©2019, AT&T CABLING SYSTEMS
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Check the “sysadmin” and click OK.

B Login Properties - NT AUTHORITY\METWORK SERVICE m]
islectapooe AT Sciipt ~ @) Help
K General
~
& User Mapping Server role is used to grant server-wide security privileges to a uger,
K Securables
£ Status
Server roles:
[ bulkadmin
[] dbcrestar
[] diskadmin
[] processadmin
[] public
[] secuityadmin
[ serveradmin
[ setupadmin
& psadrin
Connection
Server:
DEMO-SERYERNSOLEXPRESS
Connection:
DEMO-SERVER“Administrator
¢ View connection properties
Progress
Ready
Cancel

Confirm the list includes “NT Authority\Network Service”

‘_3; Microsaft SOL Server Managerment Studia (Rdrministratar)
File  Edit  Wiew  Project  Tools 'Window  Help
ooy a2 | Bewouey B R R S|

| | Execute ‘

Object Explorer 1 x

Caonnect~ ¥ " Y o

= @ DEMO-SERVERVSOLEXPRESS (30U Server 13.0.5026 - DEMO-SERVER]
Databases
= Security

M NS PolicyEwventProcessinglogint##
M #HMS PolicyTsglExecutionLogind
8 BUILTIMAUsers
s DEMO-SERVER\Administrator
8 NT AUTHORITYANETWORK
L = = NT AUTHORITVMETWORK SERWICE—>
o WT AUTHORITYLSYSTEM
& MT SERVICE\MSSOL $SOLEXPRESS
& NT SERVICEVSOLTELEMETRY$SOLEXPRESS
m NT SERVICEVSOLWriter
m NT SERVICEVWWinmgrmt

o 3
Servet Roles
Credentials
Audits
Server Audit Specifications

Server Objects
Replication
PolyBase
rdanagernent
HEwent Profiler

©2019, AT&T CABLING SYSTEMS
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Double-click on “NT Authority\System”

‘_52 Microsoft SOL Server Management Studio (Administrator)

File  Edit  Wiew  Project  Tools  Window — Help

(e o B N E M| Blwosy AREAR| LT A|2-C |84 B -P =P
‘ ‘ Execute | | ‘ | | =

Object Explorer > 1 x

Connect~ ¥ i [V

=] E DEMO-SERVERNSTLEXPRESS (SOL Server 13.0.5026 - DEMO-SERVE
Databases
=] Security
= Logins
e FHMS_PolicyEventProcessingLogint
e #HMS PolicyTsqlExecutionLogindé#
:8 BUILTIN\Users
pa DEMO-SERVERMAdministrator
+8 NT AUTHORITYANETWORK
) [

7 QLEXPRESS
NT SERVICE\SQLTELEMETRY$SQLEXPRE:
& NT SERVICE\SQLWriter
m NT SERVICEWinmgrnt

- s

+ Server Roles

7 Credentials

# Audits

+ Server Audit Specifications
£ Server Objects
& Replication
+ PolyBase

&3 Management
7 [F] XEvent Profiler

Click on Server Roles.

B Login Properties - NT AUTHORITWSYSTEM - m} K

Selectapage 1T Scipt ~ @ Help

S UserMapping Lagin name: HT AUTHORITYASYSTEM Search...
& Secuiables
F Status
[1 Specify ald passward
Connection

Server: [] Map to Credential
DEMO-SERVERNSOLEXPRESS

Connection: Mapped Credentials Credential Pravider
DEMO-SERVE R Admiristrator
Progress Remove
Fleady Diefault database: master >
Default language: English -
Cancel

©2019, AT&T CABLING SYSTEMS
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Check the “sysadmin” and click OK.

B Login Properties - MT AUTHORITY\SYSTEM — m]
Selectapage AT Scipt = & Heln
K General
Sef les
& User Mapping Server rale is used to grant server-wide security privileges to a user,
F Secuables
F Status
Server roles:
[] bulkadmin
[] dbcreator
[] diskadmin
[] processadmin
[ public
[ securityadmin
[] serveradmin
[] it
gmj.
< ] spsadmin
td
Connection
Server:
DEMO-SERVERM\SQOLEXPRESS
Connection;
DEMO-SERVE R Admiristiator
¢f Wiew connection properties
Progress
Ready
B

Exit SQL Server Management Studio.

p. 18

After role configuration of the server and installation of SQL Express is complete, verify these
lines have been added to the “Programs and Features” list by clicking Start > Control Panel >

Programs > Programs and Features:

|3 Microsoft SQL Server 2008 Setup Support Files

|3 Microsoft SOL Server 2012 Mative Client

|3 Microsoft 3OL Server 2016 (64-bit)

g Microsoft SOL Server 2016 Setup (English)

|3 Microsoft SOL Server 2016 T-50L Language Service
|3 Microsoft SOL Server 2016 T-50L ScriptDom

[BEl Microsoft SOL Server Data-Tier Application Frarnewo..,

©2019, AT&T CABLING SYSTEMS

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
tdicrosoft Corporation
tdicrosoft Corporation

Microsoft Corporation

6/22/2N9
6/22/2N9
6/22/2MN3
6/22/2M8
6/22/20M9
6/22/20M9
6/22/2M9

78.0MB
13.6 MB

2.7 MB
14.5 MB
14.7 ME
25.5 MB
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5.0 Microsoft .NET Framework 4 Installation

Ensure that Microsoft .Net Framework V4 is installed on the windows server 2016 machine, if
not,

Ensure that the .Net Framework V4 program is available for installation per the “CablingGuard™
V5 Prerequisites” document.

Click on the dotNet file to start the installation process.

Name «

3 dotNetFx40_Full_x86_x64

At the License Terms Screen - Accept the License Terms. Click Install.

=101
NET Framework 4 Setup 4
Please accept the license terms to continue, Mirason
NET
MICROSOFT SOFTWARE =
[¥ 1have read and accept the license terms. ili‘
Download size estimate: oMB
Download time estimates: Dial-Up: 0 minutes

Broadband: 0 minutes

Install Cancel

At the Finish Screen, click Next to exit the installation.

After installation, verify these lines have been added to the “Programs and Features” list by
clicking Start > Control Panel > Programs > Programs and Features:

53 Microsoft .NET Framework 4 Client Profile Microsoft Corporation 11/4/2011 38.8MB 4.0.30319
IZ Microsoft .NET Framework 4 Extended Microsoft Corporation 11/4/2011 51.9MB 4.0.30319

—
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6.0 SAP Crystal Reports Installation

Ensure that the proper versions for both the 32 bit and 64 bit Crystal Reports developer version
for Microsoft Visual Studio for .Net Framework 4 are available for installation per the
“CablingGuard™ V5 Prerequisites” document.

Software version 13.0.20 is supported.

Copy the Crystal Reports program files to a directory on the CablingGuard™ Application Server
and install the program.

Click on the installation program for the 32 bit version of Crystal Reports.
Welcome Screen — Click Next.

License Agreement Screen - Accept the License Agreement. Click Next.

]’Er' 58P Crystal Reports runtime engine for MET Framework (32-b.. — X

License Agreement
You must agree with the license to proceed.

SAP® BUSIHESSOBJECTS™ LICEHSE AGREEMENT ~

IMPORTANT-READ CAREFULLY: THIS IS A LEGAL AGREEMEMT BETWEEM “OU AND
SAP BUSINESSOBJECTS FOR THE SAP BUSINESSOBJECTS SOFTWARE ACCOMPANYING
THIS AGREEMENT, WHICH tAY INCLUDE COMPUTER SOFTWARE, ASSOCIATED MEDLA,
PRIMNTED MATERIALS AMND OMLIME OR ELECTROMC DOCUMENMTATION ("SCOFTWARE™).
BEFORE COMTIMUIMG WITH THE INSTALLATION OF THE SOFTWARE, YOU MUST READ,
ACKMOWLEDGE AMD ACCEPT THE TERMS AMD CONDITIOMNS OF THE SOFTWARE
LICEMSE AGREEMEMT THAT FOLLOWS ("AGREEMENT"). IF YOU DO MOT ACCEPT THE
TERMS AND COMDITIONS OF THE AGREEMENT, ¥ OU MAY RETURM, WATHIN THIRTY (300
DAYSE OF PURCHASE, THE SOFTWARE TO THE PLACE Y/OU OBTAINED IT FOR & FULL
REFUND.

1. GRANT OF LICENSE. SAP BuszinessOhbjects grants you a nonexclusive and limited
license to uze the Software products and functionalties for which you have paid the
applicable fees solely for your internal business purposes and in accordance with
the terms and condtions of this Agreemert. The Software is licensed, not sold, to
you. If you acouired this product as s specisl offer or as a promational license
included with another SAP BusinessOhjects product, additional restrictions apply as ¥

()1 do not accept the License Agreement

<geck Cancl

Start Screen. Click Next.
At the Finish Screen, click Next to exit the installation.
Repeat the previous steps to install the 64 bit version.

After installation, these lines will be added to the “Programs and Features” list:

W SAP Crystal Reports runtirne engine for NET Frarnework (32-bit) AP 1as2ma 205 ME 13.0.20.2399
5 S4P Crystal Reports runtime engine for MET Frarmework (63-bit) AP Al 236ME 13.0.20.2399

)
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7.0 Java Runtime Installation

Ensure that the proper versions of Java are available for installation per the “CablingGuard™ V5
Prerequisites” document. Both x86 and x64 versions must be installed on the CablingGuard™
Server.

Install both Java Runtime x86 and x64 by clicking on the installation files.

Accept all defaults and complete the installation.

After installation, the following lines will be added to the “Programs and Features” list:

¢ || Java & Update 21 105 MB
=1 Oracle Corporation 6/24/2019
¢ || Java 8 Update 211 (64-bit) 123 MB
=1 Oracle Corporation 6/24/2019

AT&T
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8.0 IS Configuration, Directory, and Group Permissions

CablingGuard™ V5 requires additional configuration to IIS, directory permissions for the inetpub
directory, and the IIS_IUSRS group.

8.1 IIS Configuration
CablingGuard™ requires changes to certain default settings within 1IS. These changes include:

e Change Output Caching Settings

e Change Selected Application Pool Attributes in the Default Web Site

e Enable Forms Authentication and Anonymous Authentication in the Default Web Site
o Disable HTTP Keep-Alive in the CablingGuard™ Server site

Open Windows Server Manager.

Change Output Caching Settings

Open IIS Authentication for the Default Web Site by clicking on Roles >Web Server (IIS) > IIS
Manager.

In the 1IS Manager frame, click on CablingGuard™ Server Name.

Double-click the Output Caching icon in the IIS section.

@] DEMO-SERVER Home

Filter: . &5 Showll | Group by: Avea - &~ Manage Server

& ; 7 =
i e 9 - o .

NET
Authoraat... Compilation

2 & &

Pagesand  Providers Session State SMTP E-mail
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In Actions, click on Edit Feature Settings....

p. 23

35 Internet Information Services (IS) Manager

- [m] X
i €2 ) DEMO-SERVER » @@
File  Wiew Help
Connections g i Actions
- & ;_] Output Caching o
:; ;t;;g??:RVER(DEMOVSERVER\Admmmm) Use this feature to configure output cache settings and to specify rules for caching served content in the output cache, )
Group by: Mo Grouping - ® Help
Extension User-Made Policy  Kernel-Made Policy  Entry Type
Edit Output Cache Settings ? *
Check Enable cache.
Enable cache
Check Enable kernel cache.
Enable kernel cache
Set Maximum cached response size to Maximum cached response size (in bytes):
262144, e |
. .. ] Cache size limit {in MB):
Set Cache Size limit to 500. |a°q“'ze e |
500
Click OK.
Change Selected Application Pool Attributes in the Default Web Site
Open IIS Authentication for the Default Web Site by clicking on Roles >Web Server (IIS) > 1IS
Manager.
In the IIS Manager frame, click on CablingGuard™ Server Name > Application Pools.
Click on Set Application Pool Defaults.
% Internet Information Services (IIS) Manager — a X
(= O v DEMO-SERWER » Applicstion Pools o @
File  Miew Help

Connections
@-H A8

& Start Page

“‘g' Application Pools

This page lets yau view and manage the list of application pacls on the server. Application pacls are associated with warker

PR = hA0-SERVER (DENO-SERVERNAdministrator)
.

-] Sites

processes, contain one or more applications, and provide isalation among different applications,

Actions

& Add bpplication Poal...

Set Application Paol Defaults..

@ Help

Filter: - v Go -G showall | Groupby: No Grouping -

Mame Status  METCLAY.. Managed Pipel., Identity Applications
Q‘NETVZ‘U Started w20 Integrated MetworkService 0
Q‘NETVZ‘U Classic Started w20 Classic MetworkService 0
QNET\AS Started w0 Integrated MetworkService 0
QNET\AS Classic Started w0 Classic MetworkService 0
QC\ass\c.NETAppPoo\ Started w20 Classic MetworkService 0
QDefaultAppPoul Started w0 Integrated MetworkService 4
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Change the following Application Pool Default attributes:
e Change .Net Framework Version to V4.0
e Change Enable 32-Bit Applications to True

e Change ldentity to NetworkService

Lpplication Poal Defaults ? X
v {[General] | &
.MET CLR Version v
m;&pplicatinns True
Managed Pipeline Mode Integrated
CQueue Length 1000
Start Mode OnDermand
v CPU
Limit (percent) 0
Limit Action MNoAction
Lirnit Interval {minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask A20A0672 05

Processor Affinity Mask (84-bit ¢ 4204067205
~ Process Model

Generate Process Model Event L

Nldentity NetworkService |
Idle Time-out {minutes) 20

ldle Tirme-out Action Terrminate

Load User Profile False

Maximur Worker Processes 1

[General)

0K Cancel

Enable Forms Authentication and Anonymous Authentication in the IIS Default Web
Site

Open Internet Information Services (1IS) Manager.

In the Internet Information Services (1I1S) Manager, click on CablingGuard™ Server Name > Sites >
Default Web Site.

Click on Authentication in the IIS section.

@ -

Actions

Ednsae
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In 1IS Authentication, right click on Forms Authentication and click Enable.

W5 Internet Infarmation Services (IS) Manager

-

. @ » DEMO-SERVER » Sites b Default\Web Site b
File View Help

Connections

< Z 8

&y Start Page
v @ DEMO-SERVER (DEMO- SERVER\Administrator)

@ Authentication

Group by: NoGrouping  +

(2} Application Pools Name Status Response Type
v @l Sites Anomyrous Authentication Enabled
&) Default Web Site ASPMELbmparsnpation Disabled
Disabled fRedmt
Edit.
@ Help
Forms Authentication is now enabled.
€ Intemet Information Services (1S Manager
-
&« % » DEMO-SERWER » Sites » DefaultWeh Site »
File View Help
Connections .
TR @ Authentication
3 Start Page Groupby: Mo Grouping  +
v 85 DEMO-SERVER (DEMO-SERVER b
(2} Application Paols Name Status Response Type
v @l Sites Anonymous Authentication Enabled
D) Default Web Site ASPUNET Impersonation Disabled

Forms suthentication

Enabled

HTTP 302 Login/Redirect

p. 25

If Anonymous Authentication is disabled, click on Anonymous Authentication and click Enable.
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Disable HTTP Keep-Alive in the CablingGuard™ Server Site
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In the Internet Information Services (11S) Manager, click on CablingGuard™ Server Name > Sites >

Default Web Site.

In the IIS Section, double-click on HTTP Response Headers.

W5 Internet Information Services (I5) Manager

€ @ DEMO-SERVER » Sites » DefaultWeb Site »

Eile  View Help

Connections
Q- &8
W5 Start Page

x Filter: - Wéo
v 8 [DEMIO-SERVER (DEMO-SERVERVAdrn strator)

q Default Web Site Home

(5% Show Al | Group by: Area v [aE-

2 Ppplication Pools ASPNET

v ] SRS —
8 = e B B @

NET MNET  NETEmor  NET  METProfile .NETRoles MET Trust
Authorizat.. Compilation  Pages  Globalization Levels

W & H R & &

Providers  Session State SMTP E-rail

)
JMET Users

Actions
Open Feature

Bl Explore
Edit Permissions
Edit Site
Bindings...

B Basic Settings...
View Applications
View Virtual Directaries

Manage Website £

Application  Connection Machine Key Pages and
Settings  Stings Controls )
2 Restat
s »
3 o 2 o Sop
N e o = .
[#re) 2' @ = e p——
Authentic.. Compression  Default  Directory  ErrorPages  Handler HTTR HTTR L
Document  Browsing Mappings  Redirect | Respanse Browse *160 (http)
- = 3 W e = [ite Advanced Settings.
= j)]n- & ih@ o= B
s d ’ = Configure
ISP IFiters  Logaing  MIMETypes  Modules  Output  Request  SSL Settings T
Caching  Filtsring :
@ Help
Management
Configurat..
Editor
< > | [0 Features View | 5 Content View
Ready L]
Click on Set Common Headers...
95 Internet Information Services (1S) Manager - o x
5 9
(€ 3 (@ » DEMO-SERVER » Sites » DefaultWebSite » CablingGuardServer » @ o @-

File Miew Help

Connections
@-id &8
W5 Start Page
€3] DEMO-SERVER (DEMO-SERVERMAdministrator)
122 Application Pools

9 HTTP Respanse Headers
[=!

Use this feature to configure HTTP headers that are added to responses fram the Web server.

Groupby: e Grouping  ~

v -[8] Sites Hame Value

© 0 Default Wb Site
ASP.MET
I aspret_client

Entry Type
Inherited

X-Powvered-By

Uncheck “Enable HTTP keep-alive”.

Set Cormmon HTTP Response Headers ? X

O Expire Web content:

1 Daytis)

Thursday ,  June 27,2010 12:00:00 AkA $

Cancel

Click OK and exit Server Manager.

©2019, AT&T CABLING SYSTEMS

(@@

AT&T



p. 27

8.2 Configure wwwroot Directory Permissions

In Windows Explorer, right click on the C:\inetpub\wwwroot directory and choose Properties.
Choose the Security tab in wwwroot Properties and click Edit.
In Permissions for wwwroot, click on Add, and add the Network Service user.

Confirm the Network Service user is recognized by clicking on Check Names. The Network
Service name will be underlined. Click on OK to continue.

B0
File Home  Share  Miew (2]
« « &L THEPC » Local Disk Gy | Benerl  ShaingCERnuiE) Previous Versans  Custarize Search inetpub »
A Name Object name:  Cx\inetpubwsmront
# Quick access AdrminSeripts Giroup of user names. Secuity
[ Desktop Custerr A2 CREATOR OWNER bect Cinetpub .
ectname:  CAinetpubbwinoo
& Downloads history J: SYSTEM : "’
- £2 Admiristiators (DEMO-SERVERVAdministrators) .
[] Documents logs A2 1eare NEMNLSERVERY loarsl Gtoup of user names:
< > S CREATOR OWNER
=] Pictures temp G2 5YSTEM
. To change permissions, click Edit e S
o his e wwrao i | | 8&ad [DEMOSE )
Eam?ﬁwns for CREATOR r N 82 Users [DEMO-SERVER\Users)
[ Desktop o pal'd 82 1I5_IUSRS (DEMO-SERVERNIS_IUSRS)
=] Documents Select Users or Groups 3 flaller
Downloads
A Select this object lype Remave
B Music CREATOR:
[ sers. Groups. or Buitin securiy principals | | Obiect Tupes.. Bllow Deny
Pict
= Piehares From this Iocation: O o -~
B videos [pEwoSERVER || Locations. O O
2y Local Disk (G ute O O
Enter the obiect names to select (e:amples), Intents 0 O
i DVD Drive (0 &
v E Tw/OFK SERVICE] m| o .
§ items
Advanced... Cancel oK Cancsl Apply

Grant Full Control rights to the Network Service user by checking the Full Control box and
clicking on the Apply button.

Perrmissions for wansnroot *
Security
Object name:  C:inetpubwwiwroot

Group or uger names:

SR CREATOR OWMER ~
SR SYSTEM

S NETWORK SERVICE

B2 Adminiztrators [DEMO-5ERVER \Administrators)

SR Users [DEMO-SERVERMU sers) w
< >

Add... Remove

Permizzions for NETWORK
SERVICE

Full contral
Maodify
Fead & execute

Deny

List folder contents
Fead

Ooooono

e

Click OK to exit.

AT&T
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8.3 Configure IIS_IUSRS Group Permissions

Open Computer Management Tool from Server Manager.

Click on System Tools > Local Users and Groups> Groups.

Right click on 1IS_IUSRS and choose Properties from the drop down menu.

& Cornputer Management
File Action View Help

e | aHXE

7]

& Computer Management {Local)
v [} System Tools
(2) Task Scheduler
2] Event Viewer
Gl Shared Folders
~ & Local Users and Groups
| Users

A Device Manager
v 3 Storage
e Windows Server Backup

+ Services and Applications

Marne Description

e Access Control Assist., Members of this group can rernotely query authorization attr.
B Adrninistrators
B/ Backup Operators Backup Operators can override security restrictions for the so..
O Certificate Service DC...  Merbers of this group are allowed to connect to Certificatio..,
B Cryptographic Operat... Members are authorized to perform cryptographic operations.
éE:Dismbuted COMUsers  Members are allowed to launch, activate and use Distributed..,
#lEvent Log Readers
B Guests
LS

Adrainistratars have camplete and unrestricted access to the..,

Members of this group can read event lags from local machi...
Guests have the same access as members of the Users grou

B Hetwor]
i Performance Log Users  Members of this graup may schedule logging of performanc...

SRATTITRTD — T TRTIRTS e privile

I Performance Manitor .. Members of this group can sccess performance counter dat...
B Pawer Users

8l Print Operatars
M RDS Endpoint Servers  Servers in this group run virtual machines and hast sessions ..

Powser Users are included for backwards compatibility and p...
Members can administer printers installed on domain contro..,

BIRDS Management Ser.. Servers in this group can perform routine administrative acti...
BIRDS Rernote Access S.. Senvers in this group enable users of Rernotedpp pragrarms a..
eRernote Desktop Users  Mernbers in this group are granted the right to logon rernotely
PelRemote Management... Merbers of this group can access Wl resources over mana.
B Replicatar
O Storage Replica Adri..  Merbers of this graup have complete and unrestricted acce..

Supparts file replication in a damain

Bl 5ystem Managed Acc.. Members of this graup are managed by the system.
B Users Users are prevented from making accidental or intentional sy..
B HelpLibranyUpdaters

Actions
Groups

More Actions
NIS_IUSRS

More Actions

In Properties, click on Add, and add the Network Service user as a member.

Confirm the Network Service user is recognized by clicking on Check Names. Click on OK to

continue.

File Action  View Help
s XEE

H &=

& Cormputer Management {Local)
v ik System Taols

() Task Scheduler

3] Event Wiewer

@1 Shared Folders

v @ Local Users and Groups

7 Users
| Groups

Performance

& Device Manager

v =5 Storage
W Windows Server Backup
& Disk Managernent

Services and Applications

Marne

%:A“‘ General ah 3t
O Adn to the..
&lBac % 1I5_IUSRS the s0..
et ficatio...
i Cryp rations.
dDist Description: Buil-in group used by Intemet Information Services: ‘ buted...
Blever machi..

Boue [ ot sers X
&5 Hyp

g (=) Select this object tpe:

BNt | lsers o Bullnsecuty pincincl | | abjeat Typss
g E:; From this lacatior:

Hrow) [DEMD SERVER || Locations.
prinl | Enter the object nemes ta select [examples)

dlRDS ME TwFiK, SEFVICE] Check Names

MrDs
MrDs
B Rem
Bl Rem Advanced..

Carcel

B Repl

& stor| 0K Cancel Apply Help Y acce..
8 Systern Managed Acc... Members of this group are managed by the system,
Users sers are prevented from making accidental or intentional sy..,
u u d fi k d lori |

&/ HelpLibraryUpdaters

Cantains mare actions that can be performed.

©2019, AT&T CABLING SYSTEMS
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The Network Service User is added to the group.

II5_IUSRS Praperties ? *

General

\% NS_IUSRS

Builk-in group used by Intemet Information Services.

Drescription:

Members:
52, NT AUTHORITY\ME T'wORK SERVICE (5-1-5-20)

Changes to a user's group membership

Add... Bemove are not effective until the next time the
uzer logs on.
QK Cancel Apply Help

8.4 Check for Additional Microsoft Updates

Complete a Microsoft Update to download any additional patches or other updates
recommended for the server.

AT&T recommends rebooting the server before continuing with the installation process.

AT&T
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9.0 CablingGuard™ Site License Server Installation
The following steps must be completed before installing CablingGuard™ server components on
the server:

e Complete installation of Windows Server 2016 operating system

e Complete SQL Server 2016 Express installation

e Complete configuration of the server and network

e Complete installation of Java.

Install the CablingGuard™ Site License application by clicking on the setup application file.

Marme Date modified Type Size
ﬁ' ATTSitelicenseServerSetup_5_2_0.msi 6,/24/2019 4:11 PM Windows Installer ... 496 KB
1Y ATTSiteLicenseServerSetup-5_2_0 .exe 6/24/2019 4:11 PM Application 501 KB

Click Next in the Welcome screen

Accept defaults for Site, Virtual Directory, and Application Pool locations. Click Next.

]ﬁ CablingGuard Site License Server — *

Select Installation Address A
The installer will install CablingGuard Site License Server to the following web location.

Toinstall to thiz web location, click "Next”. To install to a different web location, enter it below,

Site:
Default Web Site ~ Disk Cost...

“Wirtual directony:

SiteLicenseServer

Application Pool:
DefaultippPool w

Click Next to confirm the install.
Click Close after the installation is complete.

After installation, the following lines will be added to the “Programs and Features” list:

[8E] CablingGuard Site License Server ATAT gf252mMa 13 KB 520

)
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10.0 CablingGuard™ Server Application Installation

Install the CablingGuard™ server application. The SNMP Proxy application, Discovery modules
and Help file will also be installed as part of the CablingGuard™ application.

Click on setup.exe.

-

Mame ~* Date modified Type Size
ﬁ%—' ATTWebSetup_5_2_0.msi 6/24/2019 4:04 PM Windows Installer ... 47,927 KB
1) ATTWebSetup-5_2 0 .exe 6,/24/2019 4:03 PM Application 501 KB

Accept all defaults for installation.
Click Next in the Welcome Screen.
Agree to license terms — Click Next.

Choose the desired installation language — Click Next.

15 CablingGuard (TM) — pd

Select Application Language [

The installer will zet the follawing language.

Language:

Chiresze-Simplified
Russian

Cancel < Back

New Installations - Accept the default database name of CablingGuard in the Select
Database Name Screen — Click Next.

)
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1 CablingGuard (TM) - b

Select Database Name .l

The installer will create the following database.

D atabasze Mame:
CablingGuard

Accept the defaults for Site, Virtual Directory, and Application Pool — Click Next.

15 CablingGuard (TM) - b4

Select Installation Address A

The installer will install CablingGuard [Th] to the following web location.

Ta install to this web location, click “Next". Toinstall to a different web location, enter it below.

Site:
Default web Site v

“Wirtual directony:

CablinglGuardS erver

Application Pool:
DefaultippFaal e

Click Next in the Confirm Installation screen.
Click Next in the Welcome to SNMP Proxy screen to start the SNMP Proxy Wizard.
Accept the default destination directory location for SNMP Proxy — Click Next.

Note for Upgrades: Click OK to accept installation of SNMP Proxy in the existing
directory.

Accept the default components for installation — Click Next.

)
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Accept the default for the Start Menu folder - Click Next.
Click Finish to complete the SNMP Proxy setup.

Click Close in the Installation Complete screen to complete the CablingGuard™
Application installation.

After installation of the CablingGuard™ Site License Server and the CablingGuard™ Application,
the following lines will be added to the “Programs and Features” list:

[#5] CablingGuard {Th) ATET 672372019 132MB 320
[85] SNMP Proxy 1.0.5.4 6/25/2019 BFME 1.054

©2019, AT&T CABLING SYSTEMS
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11.0 Scanner Application Update

CablingGuard™ V5 requires specific version of scanner application software. The scanner
application software included with the distribution file must be applied to each scanner that has
older revisions of software. This document assumes scanners have been configured and
attached to the network.

Access the scanner by opening a web browsing session to the IP address of the scanner. Make
sure the scanner is a trusted site in the IE web browser.

Click on the Sign In link to display the sign in screen. The default User Name and Password is
admin / admin.

Sign in
Version 1.6 build 191

Welcome, click Sign-In to enter site administration

Enter username and password to sign-in

User name

Password XN

11.1 Scanner Software Version Check and Update Process

Check the version of the scanner application. The application version is displayed at the top of
the scanner home screen. CablingGuard™ V5 requires scanner application version 1.10.xxx. Any

other version of the scanner application must be updated.
Sign out

Home

AT&T
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To update the scanner software, click on Firmware on the scanner home page.

_ Configuration | Firmware .
e ———

In the Scanner Application box, click the Browse button.

Please, select a file that contains scanner application and start upgrade operation. Scanner will be
automatically restarted when update is done.

Scanner Application _

Choose file ATTScannerSetup_1 10 xxx.CAB.
Mame Date modeied Type Size

@ ATTScannerSetup 1 10 001.CAB 8/10/2017 10:24 AM  WinRAR archive 1,684 KB

Click Start Update.

Sign out
Version 1.6 build 185

I C

Software is updating. Please, wait ....

The scanner update should complete within 90 seconds. After the update has completed, the
scanner will automatically reboot and begin communicating to the server with its previous
configuration. Click Sign out and open a new session to login to the scanner.

To verify the scanner application version has updated, return to the scanner homepage. The
scanner should display the updated version of the scanner application (Version 1.10 build xxx).

Sign in

Version 1.10 build 001

Welcome, click Sign-In to enter site administration

—
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12.0 Accessing and Licensing the CablingGuard™ Server

Application

p. 36

The licensing process is implemented through the CablingGuard™ application, which is accessed
from a web client. See the “CablingGuard™ V5 Prerequisites” document for web client

requirements.

12.1 Adding CablingGuard™ Server URL to Compatibility Mode

Open Internet Explorer and click on Settings icon > click on Compatibility View Settings

Explorer Enhanced Security Configuration overview.

& resiffiesetup.dll/Softddrain htrn 0 = | @ Irtermet Explarer Enhanced ..

Print
Caution: Internet Explorer Enhanced Security Configuration is not enabled File
Internet Explorer Enhanced Security Configuration configures your server and Internet Explorer in a way that decreases the exposure of your : Zoom (100%)
content and application scripts. This is done by raising the default security levels on Internet Explorer security zones and changing the default Sy

afel

Keeping the Internet Explorer Enhanced Security Configuration enabled on your servers is recommended to help ensure that your servers are
other browser-based attacks. For more information, including the complete list of changes that are implemented by Intemet Explorer ENance 4 s b piops

Wiew downloads

Manage add-ons

To turn on Internet Explorer Ei Security Ce

2. Open Server Manager.

Enhanced Security Configuration dialog.

1. Close any Internet Explorer windows that you might have open.

F12 Developer Taols
Go to pinned sites

I your server is running Windows Server® 2008 R2, in the Security Information section of Server Summary, click Configure IE E Comnpatibility View settings

Internet options

« If your server is running Windows Server® 2012, click Configure this local server to open the Local Server configuration page. The
Enhanced Security Configuration, click Off to open the Internet Explorer Enhanced Security Configuration dialog. About Internet Explorer

3. To use Internet Explorer Enhanced Configuration when members of the local Administrators group are logged on, under Administrators click On.

Insert <CablingGuard™_SERVER_NAME> or IP address and click Add

Campatibility Wiew Settings

m Change Compatibility Wiew Settings

Add this website:
| localhost| | Add

X

\Websites you've added to Compatibility View:

Bemove

Display intranet sites in Compatibility Yiew
Use Microsoft compatibilicy lists
Learn more by reading the Internet Explorer privacy statement

Close

©2019, AT&T CABLING SYSTEMS
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Ensure <CablingGuard™_SERVER_NAME> or IP address is in the list and click Close

Compatibility View Settings X

wﬁ Change Compatibility View Settings

Add this website:
[1 add

‘Websites you've added to Compatibility Views:

¥ localhost ) Remove

Display intranet sites in Compatibility Wiew
Use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

12.2  Accessing the CablingGuard™ Site License Server

Make sure that the CablingGuard™ application server license file is available on a directory that
can be accessed from the web browser.

Browse to the CablingGuard™ Site License Server address:

http://<CablingGuard™ SITE LICENSE SERVER NAME>/SiteLicenseServer

‘e 2 httpefflocalhostfSitelicenseServerf Le~a 2 Site Licence Manager

The default Login and Password on the Site License Server is admin / admin.

To install the server license, click on the Browse button and navigate to the directory containing
the application server license. The server license will have a.lic extension
(i.e.CablingGuardLicense.lic).

)
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Home Log User Management

(& Chaase File ta Upload 'Y
« v~ A4 | » ThisPC » Desktop » licenses v @ Searchlicenses P
Organize + Mew folder =~ M e

B Desktop ~ # ~ Mame Date modified Type

¥ Downloads 4 5 qg1ac 6/24/2010403 4 LIC File
Documents
[&] Pictures b4
| amd6d_tsportalv

| licenses

[ This PC

Servers: = Network v <

Scanners:

File name: [20161ic | aFies 0o v
Channels:

.
Action: N

Choose the server license file and click Open.

Click the Set License button on the site license manager to install the license.

Confirm the license has been set.

= aTaT

=

Home Log User Management

Parameter
Site ID 63
Number of registered servers | 0 of 100 allowed
Number of registered scanners | 0 of 50 allowed
Number of monitored ports 0 of 2880 allowed
License valid to 1172102
Online status Online
Validation URL
Dashboard Enabled Yes
Data Center Enabled Yes

License information is updated with the number of available servers and scanners licenses and
the number of monitored ports available for checkout from the license manager.

)
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Click on User Management to change the default password for the Admin user and add
additional users if desired.

% AT&T

Home Log

Click on Log Out to exit the Site License Manager.
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12.3 Accessing the CablingGuard™ Application Server from a Browser

Important note for users upgrading from an interim version of CablingGuard™ V5.

Clearing the browser cache on the web client is required before accessing the new installed
version of the CablingGuard™ Application.

Browse to the CablingGuard™ Server address:

http://<CablingGuard™ SERVER NAME>/CablingGuardServer

‘o ‘ \|@ hittpefflocalhost/cablingguardSerserf P~-a ‘ @ CablingGuard x

If the login screen does not load, refer to the “CablingGuard™ V5 Prerequisites” document
section 7, Web Client for information on installation of Silverlight.

The default User Name and Password is admin / admin. AT&T recommends changing the
default password for the admin user.

CablingGuard - Login

Local Server |+ |

AT&T
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12.4 Server License Validation

Verify the CablingGuard™ application has authenticated with the license server. Click the Edit
button to activate editing mode. Click the Administration button and the Licensing button to
access the licensing screen. The License Server IP should contain an IP address or server name
and have a green check next to the Validate button.

If the CablingGuard™ application has not authenticated to the Site License Server, enter the IP
address or DNS name of the CablingGuard™ Site License Server in the License Server IP field and
click the Validate button. Localhost is a valid address if the CablingGuard™ Site License Server
and CablingGuard™ Application are on the same computer.

- Admin Loggedin | En | @) Edt
== AT&T
CablingGuard - )

Server Database Groups Scanners SNMP SMTP Map Managemeni Dashboard
— —

Server

Database Server

Server Version

Alternative URL

Database Hame

Database Version

Server Language

License Server P [T Validate 6 Site licensa does not exist. Please install a new sits licensa file

Dashboard Records. Clear

Save

A green check displays when the server license is validated.

License Server 1P [(TENT Validate @

In the Administration Tab, go to the Database screen. Confirm the CablingGuard™ database
appears correctly in the Database List.

- Admin Logged in
= e (.. ri“ '_ (& l'"_

Administra
CablingGuard e R B i B -— L’EM

Database
Database List Database Managemen

5200 | CablingGuard Database Server

Database Name CablingGuard [+]

Database Version

AT&T
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13.0 Congratulations!

This completes the installation of the CablingGuard™ server. Refer to the online help to add
scanner licenses, users, groups, and to build the asset tree.

Admin Logged in | EN

AT&T

) [ e PR oY I"_ 7 o
CablingGuard e C— e ——— e — e — s i—

& nttpy/lacalhost/cablingguardServerhelp/inde: 22 ~ & || @ CablingGuard - Administration | &3 CablingGuard Advanced Ph.. X

r : Search: - =
Q P Q = -
- O = Saucto -
~— AT&T Navigation: »No topics above this level
= Introduction [

CablingGuard™ manages and tracks the physical layer connectivity and physical layer assets of a data network, by continuously monitoring and verifying

the status of the physical layer infrastructure and its attached devices. Any changes to the physical layer are reported immediately.

=] _ 'C’" System features include
) Objectives i
|} Features and Benefits
[] Architecture

Performing inventory of physical layer assets
Managing and tracking the assets

1) Sections in Help - Processing work orders
= Installation - Verifying asset connectivity (automatic and/or manual)
£ Main Window - Displaying the connectivity status to users
[-] Work Area Specific functions performed by the system include:
[ Managing Assets - Infrastructure Management: Enables users to move, add, or change functions and work orders. The infrastructure management features guided
. g ) g g
B Managlr!g Rack Equipment patching to manage physical layer connectivity. The user interface uses building maps and asset trees to trace the physical layer path.
= Genergﬂng Work Orders - Connectivity Verification: Involves Physical Layer connectivity verification to the work area, and linkage of network assets to building maps enabled
[ Managing Work Orders by the CablingGuard Scanner.
= A‘a"_ns_ . - Asset Management: Enables tracking of the physical locations, connectivity details, and asset attributes of the physical layer infrastructure and
= Mmlnlstrailon network-connected assets
[ Discovery
] Reports

[1576p Scanner Console
[--196p Scanner Console
] Basic Workflows

[ Site License Manager
[-] Troubleshooting
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